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Overview

Structure

DDoS is  a  Cybera�ack to  d ispute the normal  traffic of  targeted 
server,  web serv ices  and infrastructures  by  a  flood of  internet  
traffic.  I t  i s  ge�ng normal  and becoming the pr imary concern of  
internet  secur i ty  to  the enterpr ise.  Our  protec�on is  through the 
integra�on of  the fo l lowing mechanisms for  traffic filter ing:

When traffic is  sent  to  the DDoS protec�on scrubbing center,  our  
se l f- research and developing system wi l l  separate non- legi�mate 
requests  f rom others  and let  leg i�mate traffic pass  through,  
therefore,  i t  can mainta in  opera�ng normal ly  and handle  the 
leg i�mate traffic brought  by  the real  user  to  access  the website.

Distributed filtering

Hierarchical filtering

our  g lobal  scrubbing PoPs a lways  fi l ter  out  the nearest  
source of  a�ack to  improve c leaning efficiency.

At  the outermost  layer,  when our  scrubbing edge performing 
g lobal  protec�on,  the more common the a�ack,  the more 
customers  can feel  the fu l l  efficiency protec�on.
In  the inner  layer,  us ing our  scrubbing core for  customized 
protec�on,  each customer can have their  own protec�ve 
pa�ern to  make the serv ice  more flexib le.

Auto learning normal  behavior  according to  d ifferent  customer 
serv ice  character is�cs.  

Real -�me a�ack analys is .

Integra�on a�ack analys is  data  f rom around the world.

Provide customers  define to  fi l ter ing country,  IP,  protocol ,  port  
number,  str ing ,  appl ica�on layer  parameters .

Layer 3/4 
Filter Engine

Layer 7
Filter Engine
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Suitable for
Carrier

ISP

200Gbps/800Mpps

Enterprise

Banking/Financial E-Commerce Gaming

50M - 100G 5M - 100M 50M - 500M 30M - 10G

Unlimited Unlimited Unlimited Unlimited

10Gbps/40Mpps 100Gbps/400Mpps Unlimited

Level

Layer 3/4 Protect

Layer 7 Protect

Support

Value-Add Extension

7 x 24 NOC support

5 x 8 SOC support

7 x 24 SOC support

Connect

InHouse X-Connect

Flood Protection

SYN Flood

ACK Flood

UDP Flood

Custom Filter

Black & White List

Country Access Control

Header Protecion

LAND Attack

Smurf Attack

Character Filter

ICMP Flood

Connection Flood

NTP Flood

SSDP Flood

DNS Flood

HTTP Protection

HTTPS SSL/TLS Supported

Server Load Balancing Supported

HTTP/2 Supported

HTTP URL filter

HTTP Flood

CC Attack

SQL Injection Attack

XSS Attack

OS Commanding Attack

Trojans Attack

X-Frame-Option Filter

X-Content-Type-Option Filter

Cookie Security

Collect and Analysis

Global Risk IP Database

Reverse Proxy

CNAME binding

Always On

BGP

GRE Tunnel

Scrubbing Capacity

Clean Bandwidth (bps)

Clean Tra�c

Header Condition Define

Payload Condition Define

Web Availability Amplifier (WAA)

Custom Signature

5TB 10TBFree HTTP Cache (CDN)

2048 (/21) 3 8 16Protect IP amount
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